
Seneca Valley High School 

 

COMPUTER USE AND NETWORK SECURITY POLICY 

Based on MCPS Regulation IGT-RA 
 
The following regulations are not intended to be all inclusive, but should serve as a guide for the 
appropriate use of school computers and network resources.  Computer use will be monitored by 

both technological means and direct supervision. 
 
Provisions: 
 

1. Acceptable uses of the school-wide network and Internet include activities that support 
teaching and learning that are consistent with the educational program of Seneca Valley High 
School 
 

Seneca Valley High School EMAIL POLICY:   
 
In accordance with MCPS Regulation IGT-RA, User Responsibilities for Computer 
Systems, Electronic Information, and Network Security, which states that “all student use 

of MCPS e-mail must be authorized for purposes of supporting or facilitating the learning 
process,” students MAY access personal email accounts at school if the following 
conditions are met: 

a. the use of a personal email account is for educational purposes AND 

b. the student has received permission to access a personal email account from a 
staff member 

 
2. Unacceptable use of school computers includes, but is not limited to, the following: 

 
a. Consuming food and beverages near school computers; food and drink may not be 

brought into the Library Media Center or computer labs, nor be near the mobile labs 
 

b. Vandalizing or tampering with hardware, including peripheral devices such as mice, 
keyboards, speakers, drivers, and headphones; computer resources may not be moved 
anywhere in the building without permission from the Instructional Technology 
Support Specialist (ITSS) 

 
c. Connecting unauthorized peripheral devices, such as headphones, iPods, and cell 

phones, to school computers 
 

d. System tampering, which involves altering operating systems, software, the network, 
and/or other programs; examples include: 

 
i.  attempting to read, delete, copy, or modify the files of other users 

ii.  attempting to decrypt passwords 
iii.  attempting to gain an unauthorized level of access or network privileges  
iv. attempting to gain access to remote systems 



v. knowingly introducing viruses 
vi. accessing or working in DOS from any application 

vii.  circumventing technology protection measures through the use of proxies, 

applications, or other methods 
 

e. Using the Internet to access inappropriate material; examples include: 
 

i.  using unauthorized e-mail and social networking sites 
ii.  gaming, other than teacher-approved educational games 

iii.  shopping online and making personal purchases 
iv. accessing material that is obscene, vulgar, abusive, or otherwise harmful 

to students 
 

f. Cyberbullying and/or electronic harassment or intimidation, specifically using 
electronic communication such as email, social sites, mobile phones and other 

technological methods to create a hostile educational environment by interfering with 
a student’s well-being. 
 

g. Copyright infringement, specifically the unauthorized use of copyrighted materials or 

the copying of software or files to or from the hard drive or network server 
 

h. Using the system for illegal activities or personal financial gain 
 

i. Sharing your computer login information or permitting others to use your account; 
users must log off after computer use 

 
j. Attempting to deceive staff with respect to any aspect of computer use  

 
 
Consequences: 
 

Use of the Internet and the school-wide network are a privilege, not a right.  Inappropriate 
computer and network use may result in disciplinary actions, including, but not limited to, a 
telephone call to parents or guardians, loss of privileges, restitution, suspension and/or expulsion, 
and/or criminal prosecution. 

 


